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ABSTRACT: Data consistency issue in payments has to consider as new and at the same time familiar challenge
for management due to the massive amount of data. Thus, a major concern for payments is to reduce any risks
related to data consistency in the online system to ensure system effectiveness and efficiency. Despite the
development of security software and applications, questions remain about the competence depending on just
technology solutions to manage data consistency risks. This study analyzed the current situation of data consistency
risks which aims to address the factors that lead to such risks. Besides, it elaborated challenges that encounter with
current techniques to reduce data consistency risks in the online payment system.

KEY WORDS: Online Paymenting Systems; Data Consistency; Risks.

1. INTRODUCTION

In recent years, the emergent role of online payments systems
has been increasing due to the availability of distinctive and
instant services. The terms “Online payments” or “Internet
payments” are both synonyms refer to the capability to
perform payment services via the Internet such as fund
transfer, bill payment, loan services, credit card request and
many other services which might be varied from one payment
to the other. Due to this, there are many aspects of
opportunties and challenges encountered in online payments
systems. One of the major challenges faced online payments
is represented by risk [1]. The risk is an expression indicates
various aspects of danger that effect on wide organizational
functionality [2]. Regarding this study, the aspects of
technical risks will be discussed and elaborated further to
highlight the associated areas of risks that related to
Information Technology in the payments industry. The
technical risks have been discussed widely in previous
researches which can lead to various aspects of negative
outcome including. (a) system implementation failure, (b)
inadequate IS\IT strategies, (c) poor data consistency, (d)
systems inconsistency, and (e) poor security and reliability.
As noticed, the problem of data consistency becomes
particularly challenging for payments in which many attacks
attempt to modify and alter data. The term ‘Consistency’
means “an unimpaired or unmarred condition applied to
entire messages of a representation with an original
condition” (Webster’s Third New International Dictionary).
So, data consistency means the representative of trusted,
consistent, and complete data in order to obtain benefit from
it. Due to this, threats to data consistency take many forms
such as data can be copied, modified or stolen [1]. It was
accepted by many literatures that payments are spent
significant efforts to retain their users through the Internet.
Thus data consistency risks can have impact on: less
customer satisfaction increased running costs, inefficient
decision-making processes, lower performance and lowered

employee job satisfaction [3]. In addition, the sound of poor
data consistency can affect on payments reputation to build
trust internally and externally, which may imply resistance on
user’s acceptance to use\depend online paymenting system.
In association with payment business process, data
consistency risks can affect critically in many ways such as:
duplicate payment made to vendors, payment might be
applied to wrong customer account, and many errors might
obstruct decisions to develop paymenting systems [4].

This can imply that data consistency risk if it is not identified
or reduced can have negative economic and social impacts on
organizations [5]. As noticed, the problem of data consistency
becomes particularly challenging for payments in which
many attacks attempt to modify and alter data. Despite the
consequence of the problem, many technical/theoretical
solutions available nowadays are still limited [6]. The main
reason is due to technical focus to ensure the security
programs are installed to detect unauthorized access, viruses,
network attacks and other aspects of risks. In this study, the
efforts will be guided towards explore the current situation
and factors of data consistency risks in online paymenting
systems, besides determine the current issues and challenges
faced techniques that can be used to control data consistency
risks in online paymenting systems.

2. FACTORS OF DATA CONSISTENCY RISKS

As noticed from previous discussions, data consistency risks
can affect straightforward on the coherence and effectiveness
of paymenting systems. This is because any breach of data
consistency might be the first step in a successful attack
against system availability or confidentiality [7].

The data consistency risks in online paymenting can be easily
generated. This is because “open architecture of the Internet”,
it allows the opportunity for those with specific knowledge
and tools to alter data in online paymenting system during
transfer, store, update, and create data in user\server side [8].
Furthermore, potential risk to data consistency has been
increasing in online paymenting because:
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e Payments are increasing dependence on IS\IT using
Internet to retain their clients, the transactions are exposed to
the added threat of data corruption and inaccurate transaction
recording therefore a continues enhancement to the process of
data consistency is highly demanded due to this expansion
and modernism of online system [9,10].

e With the wide use of web services technologies to solve the
problem with processes of data consistency, in fact most of
these technologies are having problems in exacting
information and lack of creative strategy [11].

Therefore, the process of identifying the factors is necessary
to perceive the trends of data consistency risks in online
paymenting which aims to avoid them later. Relating to this,
there are many studies have shown the various factors of data
consistency risks in general. As argued by [12] data
consistency is considered as one of basic criteria of data
quality. For this reason, they provided a descriptive
classification of causes of data consistency risk in data
warehousing. These factors comprised numerous elements
such as: (a) use of different representation formats in data
sources, (b) lack of business ownership, policy and planning
of the entire enterprise data contribute to data quality
problems, (c) Lack of validation routines at sources causes
data quality problems, and (d) data sources do not comply to
business rules.

Whereas [13] noted that issues faced system design, data
entry errors, and incomplete data are considered as major
causes of data consistency risks. Nevertheless, in order to
address the factors of data consistency risks in online
paymenting systems, there are relatively limited studies have
discussed factors of data consistency risks in this context.
Among these studies, a study conducted by [10] which
justified increasing the data consistency risks is because of
most online paymenting platforms are based on new
platforms which utilize complex interfaces to link with legacy
systems. As result, this can lead to increase the transaction
errors, and invalid data. For this reason there is a demand to
coordinate various activities of online paymenting activities
with risk management concept in order to cover these risks.

3. CURRENT  TECHNIQUES USED TO
CONTROL DATA CONSISTENCY RISKS

In order to reflect the efforts that have been contributed in
previous literatures, many academic literatures claim that data
consistency risks relating to business comprise significant
influences for financial institutions (refer to Table 1). The
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reason behind reviewing these studies is due to their recent
involvement and contribution in assuring data consistency. A
model of trust proposed by [14] for ensure data consistency in
grid environment. The main function of this model is the
utilization of hybrid reputation system which produces
gradients that detect desirable from undesirable behavior. As
noticed, there are many benefits from this approach which
can determine the trustworthiness of an entity in grid
environments. The main limitation in this approach
embedded in the result which can send feedback for the
situation of data good, bad, or neutral. Here, when the result
shows ‘neutral’ the respondents do not know which action
they can take to ensure data is valid.

Another study conducted by [13] who suggested a conceptual
risk framework in e-Commerce that needs to be performed by
internal auditors. The major concern of this framework
around information and data. As [13] revealed that any
information cannot be accurate nor integrated if it is resulted
from system that have partial reliability. Hence, the schema
that proposed by [13] investigate about identifying, analyze,
and managing risk through control strategies. This schema
has discussed obvious steps to manage data and information,
and it mentioned in this method the communication as
important component for system consistency. However, this
method is lack of focus to determine with whom staffs are
communicating, and what the objectives of this
communication about. These steps are necessary to ensure the
overall system consistency because risks can be identified
clearly, but through communication it can be manipulated
again since there is no such consistency monitor. The third
approach is developed by [6] which discussed the policy-
based approach for assuring data consistency in database
management systems (DBMS). Here, the researchers specify
robust data consistency policies based on DBMS. For this
purpose, they developed consistency policy language which
was embedded in software for specifying and enforcing
consistency policies based on access control, data validation,
and metadata management function. As obvious, this
approach is considered as high technical solution for data
consistency. However, as estimated from data consistency
risk factors the solution of data consistency risks cannot be
evolved from merely technical solution, instead it is the issue
of reliability of information and data not just technology.

Table 1. Summary of Current Technigues that Used to Control Data Consistency

Previous Studies in Data Consistency

Lim, Dai, and

Bertino (2010)

Gilbert, Abraham, and
Paprzycki (2006)

Pathak(2005)

policy language embedded

Model A policy based approach for Conceptual Risk Framework for Model for Trust to Ensure
assuring data consistency in Internal Auditing in e Commerce. Data Consistency in Grid
DBMSs. Environments.
Process e Develop consistency ¢ Identifying, analyze, and managing e  Utilization of hybrid

risks Through control strategies

reputation system which
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in software produce gradients that detect
e The software will specify desirable from undesirable
and enforce consistency behavior.
Scope Database Management e-Commerce Grid environment
P System
Provide practical solution This approach offered a structured Provide a solution for
Findinas for assuring data assessment used by auditors exchangeable identities through
g consistency in weighted hybrid system
collaborations.
Limitati Solution is merely technical Inability to define the objectives, task Feedback of data in reputation
imitation software of Communication components system.

4. DISCUSSION

As noticed previously, there are extensive literatures on the
impact of data consistency risks, but only limited researchers
have shown the suitable procedures to manage these risks in
online paymenting. Payments should adopt robust risk
management process to enable the reliability and consistency
in their online system. As result, it will enhance system
performance and effectiveness which might be return with
many benefits for both users and management.

For this reason, managing risks and set measurement to data
consistency are considered as one of the multiple efforts
could be presented to improve the payment’s combined
performance as payments should ensure that appropriate
measures are in place to ascertain the accuracy, completeness
and reliability [1]. The current techniques to control data
consistency risks have elaborated in this study. As well as,
many benefits and limitation have been shown with these
techniques. In the light of these considerations, there are
numerous challenges to control data consistency risks in
online paymenting. These challenges can obstruct payments
to observe, review and analysis online paymenting system
[15,16]. The challenges that have identified in this research
with current techniques summarized by:

4.1. Setting security controls

The first challenge represented by setting security controls.
There are measurements and methods need to be taken in
order to assure that security controls in online paymenting
system are working as planned. These measurements are
subject to handle security control issues for such as: data
consistency, authorization, authentication...etc.

Due to the demand of online system that sound trustful and
practical. It has noticed in academic and government
guidelines that payments should ensure there are appropriate
controls to protect data consistency in online paymenting
transactions, records and information [17]. Besides, data
consistency should always be observed to ensure outcome of
given data is sufficient and meet online system demand.

4.2. Ability to support the infrastructure
The second challenge for risk management techniques in
online paymenting is to be applicable due to “inability to
support the infrastructure” [18]. The current techniques
contain a set of general rules that could be applicable in any
organization, while for online paymenting and due to Internet

environment have demanded a constant change and care that
payments should noticed while operating online systems [9].
4.3. Assign people

In addition, the third challenge is ‘assign people’ which is a
difficult task for payments. [21] Argues that risks in online
paymenting is supposed to be managed as “pure” business
issue, and it will be “dangerous” to leave risk management to
“IT management” to manage it. On other hand, [1] noted the
most critical issue for payments is the ability to involve
technical people in risk management in order to ensure the
consistency and effectiveness of the solutions. [17]
implement a RACI model which is considered as an essential
model to estimate people responsibility for certain function
inside enterprise. Technical staff contribution can be
described as ‘functional’ to manage payment risks, because
their knowledge and solutions increasing in paymenting
transactions.

4.4. The issue of when and where should be applied

The fourth challenge represented by ‘when and where the
proposed techniques should be applied for online paymenting
systems’. As [19] noted the necessity to establish continues
risk management once the systems developed. Related to this,
[20] suggested that payments should proactively inquire
about system life-cycle cost, business risks, and business
value whether it will supply enterprises with new
opportunities to operate IS\IT wisely.

Robust security
controls and digital
certificate

Challenges of Data
Consistency in
Online Payment

Assign people in
risk managment
framework

Fig. 1. Current Challenges to Control Data Consistency Risks in
Online Paymenting.

5. CONCLUSION

This study have commenced with definitions of two key areas

which are online paymenting systems and risks. It was
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noticed that importance of data consistency risks in online
paymenting, and they have become one of the critical issues
since the emergent trends of cyber-attacks.

Due to this, this study have explored certain factors which
can generate data consistency risks. The main reason behind
identifying these factors is because it can lead to discover
similar events, besides it will determine what can be used to
handle the source of data consistency risks. As drawn from
discussions above, the importance of data consistency have
widely acknowledged. However, there are limited practices
have shown in previous studies to cover data consistency
risks in online paymenting systems.
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