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ABSTRACT— Mobile devices are multi-homed nowadays which provide multiple interfaces like Wi-Fi, 3G, and 4G/LTE. User
demands maximum utilization of these resources to work quickly and securely. Transmission Control Protocol (TCP) is a
widely used connection-oriented transport layer protocol but unable to establish a connection with multiple interfaces at the
same time. Multiple Path Transmission Control Protocol (MPTCP) is the extension of TCP which establishes a connection
with multiple interfaces between peers. It provides an optimal solution for current Internet scenario without changing the
regular TCP. However, MPTCP becomes vulnerable due to one or more TCP connections. Consequently, MPTCP faces
network security implications. Therefore, these security implications affect the expectations of other entities in the environment
when the protocol extension is required. This article is focused on the security of MPTCP using Transport Layer Security
(TLS). We investigate the applicability of TLS on MPTCP, to provide secure, faster and reliable communication. Our study

shows how to adopt TLS for MPTCP as a better security solution.

Keywords— Secured Multipath TCP, MPTCP Secure with TLS, MPTCP security solution

INTRODUCTION

TCP is widely used protocol for end host communication.
TCP establishes a logical connection using combination of IP
addresses and port numbers. This connection initially assigns
an IP address to a packet and the related port number so that a
packet can travel on a particular path. This kind of TCP
defined as single-path [19]. However, there comes a gap that a
single-path TCP cannot send packets on different multiple
interfaces [23]. The efficient solution to fill this gap is to use
multiple-path TCP (MPTCP). MPTCP is an extension of TCP
in order to send packets over multiple available paths [4]. At
the architecture point of view, MPTCP is also called a shim
layer in between socket of TCP and multiple TCP flows [8].
When client-server communication support MPTCP and
multiple interfaces are available, then peer can set up a
MPTCP connection and transmit connection’s data across
multiple interfaces [7]. The key goal of multipath TCP is to
provide uninterruptable reliable communication, maximize
the throughput in multi-homed devices and also backward
compatible with regular TCP [5].

The primary security consideration for Multipath TCP is to be
more secure than regular TCP or at least the same security as
regular TCP [18]. Multipath TCP uses multiple interfaces for
single connection, which raise security hazard [23]. An
attacker has the capability to add his own interface in victim
connection. For defeating the security hazards of Multipath
TCP, authentication should be needed [20]. Authenticate the
numerous multiple paths of MPTCP connection during the
initialization of a connection, the data that should be received
by actual path of a connection and the request for adding or
removing paths should not be old [17]. Default security
provided by MPTCP is not able to counter different attack
[22]. Here we specify the security threats and vulnerabilities
of MPTCP.

A. Security Threats and Vulnerabilities on MPTCP

A Multipath TCP (MPTCP) connection comprises one or
more TCP connections due to which MPTCP becomes
vulnerable, at least the same set of risks that TCP is already
exposed, e.g. SYN flooding attack, spoofing attack, and

routing attack [15]. Consequently, MPTCP would face
network security implications with respect to attackers and
types of attacks respectively, e.g. attackers (partial time on-
path active Eavesdropper and off-path active attacker) and
types of attack (Eavesdropper in the initial handshake,
ADD_ADDR attack, DoS attack on MP_JOIN, SYN flooding
amplification). Significantly, these security implications
would effect the expectations of other entities in the
environment when the protocol extension is required.
However, network infrastructures do not expect MPTCP to
behave in similar ways to the traditional TCP’s. This section
summarizes security threats and vulnerabilities on MPTCP.

1)  Security Implication with respect to attackers:

Generally, a network attacker is a software agent who
interrupts communication or makes efforts to block or re-
direct communication services from designated destination to
the attacker’s preferred destination.

In network communication, there are three major types of
network attackers, i.e. location-based, action-based, and
hybrid. Location-based attackers are subdivided into three
categories: off-path attackers, partial-time on-path attackers,
on-path attackers. Action-based attackers are categorized into
Eavesdropper and Active attackers. Hybrid attacker means
combination of action-based and location-based attackers.
This attackers can be identified as follows: an on-path
eavesdropper, an on-path active attacker, an off-path active
attacker, a partial-time on-path eavesdropper, and a partial-
time on-path active attacker [25].

Regarding location-based attackers, off-path attacker is
described as an attacker that could not requires to be in
between any subflows of MPTCP connection in entire
MPTCP session. Partial-time on-path attacker is described as
an attacker that could requires to be in between at least one of
the subflows of MPTCP connection in any time of entire
MPTCP session. On-path attacker means that requires to be in
between at least one of the subflows of MPTCP connection in
entire MPTCP session [16].
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Regarding action-based attackers, Eavesdropper refers to the
attackers that capture few packets of the MPTCP
communication but are not able to alter, suspend, or postpone
any segments of the MPTCP connection. And, Active attacker
means that can alter, suspend, or postpone any segments of
the MPTCP connection.

2) Security Implication with respect to type of attacks:
Generally, a network attack can be understood in terms of an
activity that is performed either to interrupt network
communication or block or re-direct communication services.
Network researchers have identified network attacks targeting
transport layer that is mainly responsible for control
communication like TCP, MPTCP, etc. Currently, we are only
emphasizing network attacks related to MPTCP [26].

For instance, [25] has discussed five different types of attacks
and attacks’ mechanism (how attack happens step by step). In
further, type of attacker involved in a particular attack are
identified. Those five types of attacks are as follows:
ADD_ADDR, DoS attack on MP JOIN, SYN Flooding
Amplification, Eavesdropper in the initial Handshake, and
SYN/JOIN.

According to [11], first of all, ADD_ADDR happens due to
off-path active attacker when the attacker makes an effort to
hijack MPTCP session using man-in-the-middle strategy for
attacking. Second, off-path active attacker also participates in
DosS attack on MP JOIN so that the host would not be able to
establish new subflows. Third, again off-path active attacker
also amplify flooding attack through SYN plus MP JOIN
requests to exhaust the server resources for avoiding to add a
new subflows. Fourth, partial time on path eavesdropper [12]
presented in, one of the path of MPTCP connection during the
establishment of MPTCP session (where keys are negotiated
between hosts) to hijack the MPTCP connection in the future.
Fifth, partial time on path eavesdropper also present in one of
the path of MPTCP connection, modify the SYN/JOIN
request for change the source address [26].

For defeating the security risk of Multipath TCP, Transport
Layer security mechanisms will be used [17]. Transport Layer
Security (TLS) protocol is responsible to provide
confidentiality, data integrity, authenticity, and privacy for
secure communication between two applications [2]. The TLS
Handshake protocol and TLS Record protocol are the two sub
protocol of TLS. TLS Handshake protocol provides server
and client authentication using cryptographic keys and
encryption algorithm before application protocol send and
receive data [1].

A MPTCP connection comprises one or more TCP
connections, due to which MPTCP is going to be vulnerable
[6]. Consequently, MPTCP would also face network security
implications. Significantly, these security implications would
affect the expectations of other entities in the environment,
when the protocol extension is required [21].

Our work is focus on real time implementation of MPTCP
along TLS security. We evaluate MPTCP connectivity with
secure data transmission and present the comparative analysis
of MPTCP with TLS and TCP with TLS.

Rest of the article is organized as follows: section 2 presents
the related work. In section 3, experimental setup is
conferred. Afterward, Analysis and Evaluation are described
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in section 4 and Finally, Conclusion and Future Directions
are given in section 5.

Il. RELATED WORK
In [7], Multipath TCP mechanism was described and shown
that how to achieve the deployable goals. They had described
the experience of implementing MPTCP in Linux kernel and
evaluated its performance.
When client and server support MPTCP and multiple
subflows are also available, client can set up a MPTCP
connection and transmit connection’s data across multiple
subflows. The key goals of multipath TCP is to provide
uninterruptable reliable communication, maximize the
throughput in multi-homed devices and also backward
compatible with regular TCP [5].
In [3], Williams proposed the support for Multipath TCP
(MPTCP) in FreeBSD-10 kernel. A kernel patch is developed
against FreeBSD-10 for MPTCP implementation. Few
modifications are required in FreeBSD-10 and implemented
MPTCP kernel. For enabling the support of MPTCP, TCP
Control Block (TCPCB) modified as Multipath TCP Control
Block to control subflows of Multipath TCP and some other
changes are specified to perform MPTCP operations. His
further research will be in congestion control of MPTCP [3].
Default security provided by MPTCP is not able to counter
different attack. Here we give the security measurements to
prevent those attacks and vulnerabilities on MPTCP [10].
A. Security measurements to prevent attacks on MPTCP.
The security measurements in order to avoid and prevent
network attacks are presented in [26]. Currently, we are only
emphasizing network attacks related to MPTCP.
For instance, [25] has discussed security measurements to
prevent those given five different types of attacks. In further,
type of attacker involved in a particular attack are identified.
According to [11], first of all, ADD_ADDR can be prevented
using the following strategies.
e Connection’s token is added in the ADD ADDR option.
It would prevent the attacker to launch the attack. There is a
possibility that any eavesdropper that have the ability to see
the token, would near to achieve his goal by launching the
attack.
e HMAC of the connection address, which is included in the
ADD_ADDR option, can be accessed by using a key which is
the combination of sender and receiver keys (as it is used for
generating the HMAC for the MP_JOIN message).
o SYN packet's destination address can be included in the
HMAC of the MP_JOIN message. Now, an attacker requires
this destination address for launching an attack. Protection of
this destination address, reduces the chances of an attack.
Second, off-path active attacker can be prevented using
strategies like to include random number with 32-bit token in
third packet of SYN plus MP JOIN during the three way
handshake process. Random number is also generated by
destination host using hash code, initial sequence number and
local secret key. This process enables the destination host not
to create state when replying to a SYN plus MP_JOIN packet.
Destination host only creates state on the arrival of 3 ACK
after verifying the accurate HMAC [26].
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Third, again off-path active attacker can be prevented using
strategies like MP JOIN DoS attack. Another technique can
be used, to prevent the impact of attack with reducing the
upper limit of half opened sub-flows to 3 sub-flows [11].
Fourth, partial time on path eavesdropper [12] can be
prevented using the following strategies.

e Primary set of threats in the result of remaining group of
vulnerabilities can be considerably reduced by using hash
chains technique [25].

e For MPTCP security, SSL/TLS keys are reused by
negotiating with Application layer protocol [27].

e CGAs (Cryptographically Generated Addresses) are also
used for MPTCP security which are used previously to secure
Shimé [28].

e Tcperypt is also another technique for MPTCP
Eavesdropping attack [13].
e For the security of Mobile IP protocol, DNSSEC

technique can be used.
Fifth, partial time on path eavesdropper can be prevented
using strategies like secure the segment exchanged that
reduce the impact of that attack.
The security goal of MPTCP is that it should be more secure
than regular TCP or provide at least the same security as
compare to regular TCP [9]. Currently MPTCP uses
cryptographic technique in TCP option space for security.
This security is not enough for secure and reliable
communication. If the researchers enhance the security of
MPTCP with using TCP option space then it can be a big
challenge because TCP option contains limited space. Other
researchers are also suggest to use tcpcrypt or TLS for
securing MPTCP. MPTCP security can be opted by tcpcrypt
or TLS.
Transport Layer Security (TLS) is mostly used protocol to
secure Internet communications, providing confidentiality,
data integrity, authenticity and privacy for two
applications.The TLS Handshake protocol and TLS Record
protocol are the two sub protocol of TLS. TLS Handshake
protocol provides server and client authentication using
cryptographic keys and encryption algorithm before
application protocol send and receive data [1]. It’s most likely
known as the protocol that, combined with HTTP, secures the
communication on web and usages the HTTPS universal
resource identifier mechanism. TLS depends on a reliable
transport protocol like TCP [14].
For securing MPTCP, designing the new protocols is hard
enough to be backward compatible with TCP. We should
utilize TLS (or SSL) for MPTCP as TLS is already adopted
by many protocols of application-layer. We focus on real time
implementation of MPTCP along TLS security. TLS is
already adopted by TCP, therefore TLS can be adoptable with
current MPTCP. This will provide more security than default
MPTCP security.

11l. EXPERIMENTAL SETUP
We present and evaluate the implementation of TLS with
MPTCP. We implement Linux kernel v0.90 [24] of MPTCP
for Ubuntu LTS 14.04 on a client machines. Afterward, we
apply the services of TLS security. Client machines are
connected with MPTCP enabled web server. The web server
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is also enabled with TLS security. We use network analyzer
tools for capturing the results.
We have taken six scenarios by using two interfaces (3G
Mobile and WiFi). Two of them are MPTCP with TLS
enabled on both interfaces. MPTCP enabled scenarios use
default TLS security and TLSv1.2. While the other four
scenarios are TCP with TLS enabled by using default TLS
and TLSv1.2 on each interfaces separately.
We establish a MPTCP connection with using TLS security
services between the client machines and a web server.
During this process we capture the packets through network
analyzer tools to evaluate the implementation of MPTCP
with TLS. These tools also facilitates to filter the traffic
related to work. We check the behavior of this
communication when adopting TLS with MPTCP and also
with regular TCP.

IV. ANALYSIS & EVALUATION
In this section, first we show the MPTCP connectivity with
secure data transmission. Second, we present the comparative
Analysis of MPTCP with TLS and TCP with TLS. At the end,
we present the final discussions on the basis of
implementation and comparative Analysis.
A. MPTCP connectivity with secure data transmission
In this section, we show the MPTCP connectivity with
secure data transmission.
1) MPTCP initial handshake with 3G Primary Interface:
MPTCP initial handshake is done with default interface on
the client machine. This handshake is similar to TCP 3-way
handshake but contains the Multipath capable in the option
space of TCP. In our Scenarios, there are two interfaces. The
default one is Mobile 3G interface connected with USB
tethering enabled mobile device and the second is WiFi
interface connected with PTCL broadband DSL connection.
The initial handshake is done by Mobile 3G interface that is
the default interface of the client machine. This interface has
an IP address ‘192.168.42.16°. As shown in the Fig. 1 client
machine also send the TCP SYN request for establishing a
TCP connection with Multipath capable option containing

Multipath TCP Sender’s key for authentication.
»~ Flags: exeez[(s¥n) ]

wWindow size wvalue: 292080 Src:
[Calculated window size: 29200]

192.168.42.16]

» Checksum: ©xal6b [walidation disabled]
(32 bytes), Maximum segment size, SACK permi
> Maximum segment size: 1460 bytes
= TCP SACK Permitted Option: True
= Timestamps: TSwval 4555688, TSecr 6
Mo-Operation (NOP)
> wWindow scale: 7 (multiply by 128)
T‘ultlpath TCP: Multipath Capal?lﬂ
Kind: Multipath TCP (36)
Length: 12
0088 .... = Multipath TCP subtype: Multipath cCapab
---. 900 = Multipath TCP wversiomn: ©
~ Multipath TCP flags: ©x81
. — Checksum required: 1
....... 1 = Use HMAC-SHAL: 1
[Multipath TCP Sender s Key: 11377592627893256128 ]

Fig.1.  MPTCP initial handshake SYN with 3G interface
2) MPTCP initial handshake SYN+ACK with 3G
interface:

The MPTCP-enabled web server listens to the
corresponding request and responds with SYN+ACK. As
shown in the Fig. 2 client machine receives corresponding
MPTCP capable option containing web server Multipath TCP
key for authentication.
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>~ Flags: ©x012
window size wvalue: 28560
[Calculated window size:

ODst:
z8560]
> Checksum: @x1e7d [walidation disabled]
[T options: J(32 bytes)., Maximum segment size,
> Maximum segment size: 1460 bytes
= TCP SACK Permitted Option: True
> Timestamps: TSval 3582401085,
MNo-Operation (NOP)
> Window scale: 7 (multiply by 128)
~ Multipath TCP: Multipath Capable
Kind: Multipath TCP (38)

Length: 12

192 .168.42.16]

SACK perm

TSecr 4555263

eeee .... = Multipath TCP subtype: Multipath capat
“ee.. 02O = Multipath TCP wersion: ©
~ Multipath TCP flags: @xs81
1... .... = Checksum required: 1

... -..1 = Use HMAC-SHA1l: 1
[Multipath TCP Sender’'s Kewy: 1309544096707471149 ]

Fig.2.  MPTCP connection Establishment SYN+ACK with 3G int
3) MPTCP initial handshake ACK with 3G interface:

Afterward, the default interface of the client machine
responds the web server request. As shown in the Fig. 3
client machine send the ACK request to the web server with
the corresponding MPTCP capable option containing
Multipath TCP client’s key and Multipath TCP web server
key for authentication.

> Flags: exele [AcCK) lsrc: 192_153_42_16'
wWindow size walue: 229
[Calculated window size: 29312]

[Window sizre scalinmg factor: 128]
> Checksum: ©@x89cl [walidation disabled]
(4® bytes), No-Operatiom (MOP) .,

No-Operation (NOP)
No-Operatiom (NOP)
= Timestamps: TSwval 4555775, TSecr 3582401085
Multipath TCP: Multipath Capable ]
Kind: Multipath TCP (30)

Lenmgth: 2©

No-Operation

©eee .... = Multipath TCP subtype: Multipath capabl:
.-.. BB = Multipath TCP wersion: ©
v Multipath TCP flags: exs1l
1... .... = Checksum required: 1
21 = Use HMAC-SHA1: 1

[itibain Tor noccsver s Key: 1ooaoascseserazaaas ]

Fig.3.  MPTCP initial handshake ACK with 3G interface

Once the connection establishment is completed, data
transmission will begin. If the client machine wants to add
more interfaces in our Multipath TCP connection then client
machine send the MPTCP Join connection request that work’s
same as the MPTCP connection establishment 3-way
handshake work.
4) MPTCP join connection handshake SYN with WiFi
interface:

In MPTCP join connection handshake, other available
interfaces on the client machine can join with the established
MPTCP connection. This MPTCP join connection handshake
behaves similar to MPTCP 3-way handshake. The MPTCP
join handshake is done by WiFi interface that is the other
available interface on the client machine. This interface has
an IP address ‘192.168.11.3°. As shown in the Fig. 4 client
machine send the TCP SYN request for joining the interface
with MPTCP established connection, option containing
MPTCP address ID, MPTCP Server’s Token, and MPTCP

Sender’s Random Number for authentication.

> Flags: ©x002
wWindow size walue: 2920880
: Grec:
[Calculated window size: 29200]
> Checksum: 8x128c [walidation disabled]
(32 bytes), Maximum segment size, SACK permi
= Maximum segment size: 1460 bytes
> TCP SACK Permitted Optionm: True
» Timestamps: TSwal 4556044, TSecr ©
Mo-Operation (NOP)

192.168.11.3])

= Window scale: 7 (multiply by 128)
¥ Multipath TCP: Join Connection
| Kind: Multipath TCP (38) ]
Length: 12
@8l .... = Multipath TCP subtype:
* Multipath TCP flags: exee
ee-- ...8 = Backup flag: ©

Multipath TCP Address ID: 4

[ Multipath TCP Receiver'"'s Token: 1838904905 ]
Multipath TCP Sender's Random Number: 2229821589

MPTCP join connection handshake SYN with WiFi
interface

Join Connection

Fig. 4.
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5) MPTCP join connection handshake SYN+ACK with
WiFi interface:

The MPTCP-enabled web server listens to the
corresponding request and responds with SYN+ACK. As
shown in the Fig. 5 client machine receive corresponding
MPTCP capable option containing MPTCP address ID,
MPTCP server’s Truncated MAC, and MPTCP server’s
Random number for authentication.

= Flags: ©x@812
Window size value: 28560
[Calculated window size: 28560]
: exd7e2 [walidation disabled]
(36 bytes), Maximum segment size, SACK permitted, T
= Maximum segment size: 1452 bytes
= TCP SACK Permitted Option: True
> Timestamps: TSwval 3582401851, TSecr 4556044
No-Operation (NOP)
b+ Window scale: 7 (multiply by 128)
[ ¥ Multipath TCP: Joim Connection
Kind: Multipath TCP (38)
Length: 16
eeel .... = Multipath TCP subtype: Join Connection (1)
¥ Multipath TCP flags: @xee
....... @ = Backup flag: ©
Multipath TCP Address ID: 2
[:Ef}tipath TCP Sender's Truncated MAC: 2259193786457714795
ultipath TCP Sender's Random Number: 791176412

MPTCP join connection SYN+ACK with WiFi interface

L4 al=del .

Fig. 5.

6) MPTCP join connection handshake ACK with WiFi
interface:

Afterward, the WiFi interface of the client machine
responds the web server request. As shown in the Fig. 6 client
machine send the ACK request to the web server with the
corresponding MPTCP capable option containing Multipath

TCP client’s MAC for authentication.
» Flags: oxeile [[ACkI) Erc:

Window size walue: 229
[Calculated window size: 29312]
[wWwindow size scaling factor: 128]
> Checksum: @x89cl [validation disabled]
(4® bytes), MNo-Operation (NOP),
MNo-Operation (NOP)
No-Operation (NOP)
= Timestamps: TSwal 4555775, TSecr 3582401085
Multipath TCP: Multipath Capabf?j]
Kind: Multipath TCP (39)

Length: 20

192.168.42.15'

No-Operation

eee® .... = Multipath TCP subtype: Multipath Capabl
- . BB = Multipath TCP wversion: @
* Multipath TCP flags: =81
1... .... = Checksum required: 1

--1 = Use HMAC-SHA1l: 1

Multipath TCP Sender s Key: 40102754467 76977247
Multipath TCP Receiver's Key: 130954460967087471149

= MultiIpath TCP: Data equence TgmnarC
Fig.6.  MPTCP join connection handshake ACK with WiFi
interface

7) MPTCP encrypted handshake and data transmission:
As shown in Fig. 7, the encrypted handshake of TLSv1.2 is
smoothly done with MPTCP and the MPTCP encrypted data
transmission is done by both interfaces (Mobile 3G and WiFi)
as show the Fig. 8 and 9.

¥ Multipath TCP: Data Sequence Signal

Kind: Multipath TCP (3©)

Length: 20

0010 .... = Multipath TCP subtype: Data Sequence Signal (2)
Multipath TCP flags: exe5

Multipath TCP Data ACK: 3971344919

Multipath TCP Data Seguence Number: 2672110466
Multipath TCP Subflow Sequence Number: 484
Multipath TCP Data-level Length: 282

Multipath TCP Checksum: 28527

> [SEQ/ACK analysis]

ecure Sockets Layer
¥ TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

Fig. 7. MPTCP encrypted handshake with TLSv1.2

v
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Multipath TCP: Data Sequence Signal
Kind: Multipath TCP (3@)
Length: 20

0010 .... = Multipath TCP subtype: Data Sequence Signal (2)
» Multipath TCP flags: @x@5

Multipath TCP Data ACK: 2558116133
Multipath TCP Data Sequence Number: 641179628
Multipath TCP Subflow Seguence Number: 39@
Multipath TCP Data-level Length: 357
Multipath TCP Checksum: 7430

» |SEQ/ACK analysis]

¥ Secure Sockets Layer Src: 192.168.42.16

¥ TLSv1.2 Record Layer: Application Data Protocol: http

Content Type: Application Data (23)
Version: TLS 1.2 (8x0383)
Length: 352
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[Encrypted Application Data: e5dcdl7cac7fd31e7cb76bc30a02f54dbobd15d9T41d2646.

Fig. 8. MPTCP encrypted data transmission through Mobile 3G interface

¥ Multipath TCP: Data Seguence Signal
Kind: Multipath TCP (30)
Length: 28
0010 .... = Multipath TCP subtype: Data Sequence Signal (2)
» Multipath TCP flags: ©x05
Multipath TCP Data ACK: 3971345260
Multipath TCP Data Sequence Number: 2672118748
Multipath TCP Subflow Sequence Number: 766
Multipath TCP Data-level Length: 741
Multipath TCP Checksum: 26858
» [SEQ/ACK analysis]
¥ Secure Sockets Layer
¥ TLSv1.2 Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
version: TLS 1.2 (@x8303)
Length: 736

[CEncrypted Application Data: b783634ab821c98dcd764d87efaeff56b1ffF1540524a4c0 .

Fig.9.  MPTCP encrypted data transmission through WiFi
interface

B. Comparative Analysis of MPTCP with TLS and TCP
with TLS
In this section, the comparison of Multipath TCP with TLS
and traditional TCP with TLS is presented. For which we
have selected three parameters to evaluate our study.
1) Encrypted Packets Ratio
2) TCP Retransmission Ratio
3) TCP connection Termination Ratio
4) TCP connection Reset Ratio
1) Encrypted Packets Ratio

In Fig. 10, Encrypted packets ratio of MPTCP and TCP
with using TLS are compared. The maximum number of
packets are encrypted in first scenario ‘MPTCP with TLS
default (3G+WiFi)’ and 97% packets are encrypted in second
scenario ‘MPTCP with TLSv1.2 (3G+WiFi)’. The other four
scenarios show the encrypted packets ratio of TCP with TLS
default security and TLSv1.2 by both interfaces (WiFi/3G)
separately. The ratio of the TCP encrypted packets on WiFi
interface are 93% and 92%. The ratio of the TCP encrypted
packets on 3G interface are 88% and 87%. So the results
show that the TLS provide greater security in MPTCP with
respect to TCP.

Encrypted Packets Ratio

100% 97%
92% 889 a7%

100% 939%
MPTCP with MPTCP with TCP with TLS TCP with  TCP with TLS ~ TCP with

90%
80%
70%
60%
50%
40%
30%
20%
10%
TLS default TLSv12 default TLSv1.2 default (3G) TLSv1.2 (3G)

(3G+WIFI)  (3GH+WIFI) (WIF) (WIFi)

Packets

Scenarios

Fig. 10.  Encrypted Packets Ratio
2) TCP Retransmission Ratio
In Fig. 11, TCP retransmission ratio of MPTCP and TCP
with using TLS are compared. In first scenario ‘MPTCP with
TLS default (3G+WiFi)’, 6% packets are retransmitted and
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5% packets are retransmitted in second scenario ‘MPTCP
with TLSv1.2 (3G+WiFi)’. The other four scenarios show the
retransmission ratio of TCP with TLS default security and
TLSv1.2 by both interfaces (WiFi/3G) separately. The ratio of
the TCP retransmission on WiFi interface is 0% because WiFi
interface connected with wired connection in which no
retransmission occur with respect to 3G interface. The ratio of
the TCP retransmission on 3G interface is 7% and 6%. So the
results show that there is minimum TCP retransmission ratio
in MPTCP with respect to TCP.

TCP Retransmissions Ratio

8%
7%

6%
5%
1%
3%
2%
1% 0% 0%
0%

MPTCP with MPTCP with TCP withTLS TCP with TCP with TLS  TCP with
TLS default TLSv1.2  default (WiFi) TLSv1.2 default (3G) TLSv1.2 (3G)

PACKETS

(3G+WiFi) (3G+WiFi) (WiFi)
sCENARIOS
Fig. 11. TCP Retransmissions Ratio

3) TCP Connection Termination Ratio

In Fig. 12, TCP connection termination ratio of MPTCP and
TCP with using TLS are compared. In first scenario ‘MPTCP
with TLS default (3G+WiFi)’, 7% packets is sent and
received for TCP connection termination and 8% packets are
sent and received for TCP connection termination in the
second scenario ‘MPTCP with TLSv1.2 (3G+WiFi)’. The
other four scenarios show the connection termination ratio of
TCP with TLS default security and TLSv1.2 by both
interfaces (WIiFi/3G) separately. The ratio of the TCP
connection termination on WiFi interface is 7% and 7%. The
ratio of the TCP retransmission on 3G interface is 8% and
9%. So the results show that there is minimum TCP
connection termination ratio in MPTCP with respect to TCP.

TCP Connection Termination Ratio

10%
9%
8%

7%
6%
5%
4%
3%
2%
1%
0%

MPTCP with MPTCP with TCP with TLS TCP with TCP withTLS TCP with
TLS default TLSv1.2 default TLSv1.2 default (3G) TLSv1.2 (3G)

Packets

(Mobile {Mobile (WiFi) (WiFi)
3G+WiFi)  3G+WiFi)
scenarios
Fig. 12.  TCP Connection Termination Ratio

4) TCP Connection Reset Ratio

In Fig. 13, TCP connection reset ratio of MPTCP and TCP
with using TLS are compared. In first scenario ‘MPTCP with

TLS default (3G+WiFi)’, 4% request for TCP connection
reset is sent and received and 3% request for TCP connection
reset is sent and received in second scenario ‘MPTCP with
TLSv1.2 (3G+WiFi)’. The other four scenarios show the
connection reset ratio of TCP with TLS default security and
TLSv1.2 by both interfaces (WiFi/3G) separately. The ratio of
the TCP connection reset request on WiFi interface is 4% and
3%. The ratio of the TCP connection reset request on 3G
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interface is 4% and 5%. So the results show that there is
minimum TCP connection reset ratio in MPTCP with respect
to TCP.

TCP Connection Reset Ratio
6%
5%

1%
%
2%
%
0%

MPTCP with MPTCP with TCP with TLS TCP with TCP with TLS TCP with
TLS default TLSv1.2  default (WiFi) TLSv1.2 default (3G) TLSv1.2 (3G)

packets
A w
I

(Mobile
3G+WiFi)

(Mobile
3G+WIiFi)

(WiFi)

Scenarios

Fig. 13. TCP Connection Reset Ratio

TLS encrypted handshake is done with multiple interfaces
and encrypted data is transmitted through multiple interfaces.
Above implementation analysis shows that TLS is adoptable
by MPTCP. In Comparative Analysis, when we have multiple
interfaces, the results also show that MPTCP with TLS is
effective as compared to TCP with TLS due to the better
encryption rate and less connection termination for overall
traffic.

V. CONCLUSION & FUTURE WORK
We present the real time implementation of MPTCP with
TLS. We evaluate our work on the basis of MPTCP
connectivity with secure data transmission and comparative
analysis (MPTCP with TLS v/s TCP with TLS. In the first
part, MPTCP connectivity with secure data transmission is
done with TLSv1.2. In Second, the comparative analysis
show that TLS provides greater security as compared to
regular TCP. There is 96%-100% encryption is done in
MPTCP while regular TCP have only 86-87%. The TCP
retransmission is reduced by 14% in MPTCP as compared to
regular TCP. The TCP connection termination and connection
reset request is also reduced by 10%. To overcome the
security hazards of MPTCP, TLS is adoptable as concluded in
our research.
The further research will focus on the categorization of threats
and attacks on TLS and MPTCP. Additionally, the detailed
comparative analysis will be performed of all specified and
proposed techniques.
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