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ABSTRACT: A5/1 stream cipher is a type of cryptographic algorithm which is widely used for encryption of the GSM
communication. While numerous work on the modification of the conventional design of the A5/1 stream have been carried out,
to the best of author’s knowledge, they are mainly tested in terms of the randomness (and hence security) level, whereas the
practicality of the algorithm’s design in hardware is typically overlooked. Objective: In this paper, two modified designs
proposed by the author are implemented into hardware and the resulting rate of power consumption is compared with that of
the conventional design of the A5/1 stream cipher. Results: The results obtained shows that the rate of power consumption of
the hardware is inversely proportional to that of the number of tapping bits used in the design. Conclusion: While the tapping
bits are known to play a minor role when it comes to generating random binary sequence (and following it, the strength of the
security of the design), it actually plays a positive role when it comes to increasing the efficiency of the performance of the
hardware.
Keywords: A5/1 stream cipher, FPGA, hardware performance

1. INTRODUCTION

Field Programmable Gate Array or FPGA is a type of VLSI
(Very Large Scale) integrated circuit technology. It is very
useful for prototyping due to its programmable feature. This
feature helps to eliminate the non-recurring engineering
(NRE) cost and reduces time-to-market [1]. Compared side-
by-side with ASIC (Application Specific Integrated Circuit),
FPGA is the more notable choice for prototyping [1-3], as
despite the lower cost of the former, its non-programmable
feature of the IC (integrated circuit) makes it less flexible,
where the need to remodel the production line will spike up
the production cost.

Work on various cryptographic algorithm [4-11] tend to take
advantage of the programmable feature of the FPGA to test
their design at hardware level implementation.

One of the widely used cryptographic algorithm is the A5/1
stream cipher which acts as the encryption for GSM (Global
System for Mobile) communication. Although the design has
been weakened since the covert design was leaked, leading to
several attacks [12-17], the fact that it was widely deployed
meant that the A5/1 is still highly relevant, and is still
growing, hence the numerous work still being carried out on
the original design to help improve its security strength [18—
26]. Nevertheless, none of these modified designs, to the best
of author’s knowledge, has been realized and tested at the
hardware level, which will allow a proper study of the
performance versus security trade-off, looking at how the
modified characteristics affects the hardware performance
compared to that of the conventional design of the A5/1
stream cipher.

In this study, two modified designs are proposed in which the
number of tapping bits is changed. This paper is structured as
follows: A brief detail on the structural design of the
conventional A5/1 stream cipher is explained, which is then

followed by the details on the hardware implementation of
the cryptographic algorithm. The results obtained on the
hardware performance are then discussed, and concluded
upon.

2. STRUCTURAL DESIGN OF THE A5/1 STREAM
CIPHER

The implementation of the A5/1 stream cipher follows the
basic process of a stream cipher that involves an initialization
vector (V) or seed, along with a secret key Ki to generate a
sequence of bit streams which is the cipher. The cipher will
then be XOR-ed with plaintext to produce the ciphertext. For
the Ab/1 stream cipher, the secret key produced will
eventually XOR-ed with 228-bit frames of GSM conversation
which are transmitted every 4.6 milliseconds [27,28].

The conventional design of the A5/1 stream cipher consists of
four main characteristics that make up the system, and these
are the linear feedback shift register (LFSR), the feedback
polynomials, the clocking mechanism, and the combinational
function. Figure (1) illustrates the design.

The conventional A5/1 stream cipher design consists of three
sets of LFSRs, namely LFSR1, LFSR2 and LFSR3, with bit
sizes of 19, 22 and 23 respectively that sums up to 64 bits
altogether.

The polynomials, shown in Equations (1)-(3), represent the
tapping bits within each of the LFSRs, where for example,
the tapping bits in LFSR1, as can be seen in Equation (1) are
bit registers 19, 18, 17, and 14.

Fx) =X+ x4 x7 £ x4 1 1)
fix) =x2+x"+ 1 (2)
fix) =x2+x2+ X +x°+ 1 3)
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Fig(1) Design of conventional A5/1 stream cipher

The LFSRs are controlled by a function known as the
majority logic (ML) function which controls the shifting of
the register.  The combinational function used in the
conventional A5/1 stream cipher makes use of the XOR,
whereby the most significant bit (MSB) from each LFSR will
be XOR-ed to produce the secret key.

The secret key is generated through two phases namely as the
initialization phase and the secret key generation phase, the
details of which are as follows:

Phase I: Initialization Phase

First, all the bit registers of the LFSRs are set to zero. Next,
64-bits key session (KC) is fed into the three LFSRs in
parallel, bit by bit. Once finished, the 22-bits frame number
(FN) are then fed in the same fashion. During initialization
phase, the LFSR is shifted by ignoring the majority logic
function and the least significant bit (LSB) is replaced with
the tapped bits of the LFSR.

Phase I1: Secret Key Generation Phase

LFSRs will then be shifted according to the majority logic
rule for 100 cycles. This blank cycle does not generate any
output until the 100th cycle is completed. While the LFSRs
are shifted, the MSB of each LFSR is XOR-ed to produce the
228-bit secret key.

In a session, the maximum amount of secret key that can be
generated is 228 bits per frame which means that if more bits
are needed for the secret key, the process will be repeated
several times over until the session is ended.

3. PROPOSED A5/1 STREAM CIPHER DESIGNS
As previously mentioned, the feedback polynomials represent
the tapping bits which are used to feed the least significant bit
(LSB) of the LFSR. In the conventional A5/1 stream cipher
design, the number of tapping bits of each of the LFSRs is 4,
2 and 4 for LFSR1, LFSR2 and LFSR3 respectively.

In this paper, two modified design with differing number of
tapping bits are proposed. Details of the design are shown in
Table (1).

Table (1) Details of the proposed modified designs

Number of | Clockin

Polynomial Tapping g

bits Bit
LFSR1: f(x) = x¥2 + x84+ x17 + xM + 1 R[8],
Conventional | LFSR2: f(x) = x*2+ x?1+ 1 4,2,4 R10],
LFSR3: f(x) = x23 4+ x%2 + x?1 + x8+ 1 R[10]
LFSR1: f(x) = x4+ x18 + x™ + x4+ x2+ x5+ 1 R[8],
Design 1 LFSR2: f(x) = x%2+ x21 + xM+ 2%+ x*+ x2+ 1 6,6,6 R10],
LFSR3: f(x) = x2 + x4+ x4+ x2 + x+ x>+ 1 R[10]
LFSR1: f(x) = x4+ x4+ x7 + x™* + 1 R[8],
Design 2 LFSR2: f(x) = x2 + x12+x"+ x3+ 1 4,4, 4 R10],
LFSR3: f(x) = x23 4+ x%2 + x*1 + x®+ 1 R[10]
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4, HARDWARE IMPLEMENTATION

All the proposed designs including the conventional designs
are implemented into hardware by means of FPGA. The
implementation helps to analyze the cryptographic algorithm
performance on software level.

There are quite a few aspects to be looked upon for hardware
implementation performance to gauge the feasibility and the
efficiency of the system including throughput, area
utilization, power consumption, throughput-to-area ratio, etc.
[4], [5], [29]. All these aspects can be a key factor to the
feasibility of the implemented cryptographic algorithm.

To the best of author’s knowledge, there has been no
published works on hardware implementation of modified

ISSN 1013-5316;CODEN: SINTE 8 77

A5/1 stream cipher based on the designs proposed by
previous works. However, there are hardware performance
result for conventional design published which shows the
throughput, throughput-to-area ratio and the area utilization
[5], [29].

In this study, Spartan 3AN Starter Kit board is used. The
designs are programmed using the Verilog hardware
description language (HDL) and synthesized using Xilinx
ISE Simulation software. Upon successful synthesis process,
the resistor-transistor-logic (RTL) schematic can be generated
as well as the timing simulation.

RTL schematic helps in validating the system design. The
example of the RTL design of Design 1 is shown in Figure 2.
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Figure (2) RTL schematic for Design 2
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The design in Figure (2) can be compared with Figure (1) and
both have three sets of LFSR with majority logic function.
the RTL schematic has an addition of Counter submodule
which is used to keep track on the number of cycles that has
passed.

For the timing simulation, the ISE Simulation (ISim) tool
available with the software is used. The timing simulation
helps to validate the design by comparing the timing
simulation with the design process. Example of the ISim
result is shown in Figure 3. The timing simulation shows the
two phases that produces the secret key which are the
initialization phase and the secret key generation phase.

Initialization Phase

Sci.Int.(Lahore),29(2),75-79,2017
Once the timing simulation has been successfully run and
validated, the hardware performance analysis of the design
will be generated and updated in the design summary report.

Ultimately, the power consumption of the hardware is
studied, as this parameter directly determines the
performance of the algorithm when implemented into
hardware.

Before the design can be implemented into hardware, the
design coding must be successfully synthesized.

(LI T 14 0 T O T T T T RS
Ki Generation |Phase

Figure (3) Timing simulation for conventional A5/1 stream cipher

5. RESULTS AND ANALYSIS
Once the design has been implemented, the summary table of
device utilization will be updated. The result on power
consumption for both conventional and proposed designs are
tabulated as shown in Table (2).

Table (2) Result on hardware performance

Design Conventional | Design 1 | Design 2

Power (mW) 39.86 39.35 39.42

Table (2) shows the total power consumption for the three
designs tested. All the above makes use of the XOR as the
combinational function. The only parameter that has been
changed is that of the number of tapping bits. The author has
made use of the same LFSR size for all the designs, such that
the clocking bits remains the same, allowing for a proper
comparison to be made, as only one parameter is being
changed at any one time. In design 1, the number of tapping
bits has been increased compared to the conventional design,
with a uniform number (six here), being used, while in design
2, only LFSR2 sees an increase in terms of the number of
tapping bits, from the original two, to four. It is observed that
when the value of an individual tapping bit is increased, the
amount of power consumed is decreased, but this
consumption rate reduces even further when this parameter is
increased for the other LFSRs. This result was tested for
several configurations although not presented here, and the
same trend has been observed.

This indicates that when aiming to move on to hardware
implementation, the combination of a higher number of
tapping bits along with the use of an XOR as the
combinational function gives the best performance overall.
This is the first time that this type of study and observation
have been carried out. This finding is interesting and useful,
because it is known that between both the tapping bits and the
combinational function, the former would contribute less in
generating random binary sequence (and following it, the
strength of the security of the design). However, while in
terms of the security level, the tapping bits might not seem to
be a major player, it plays a positive role when it comes to
increasing the efficiency of the performance of the hardware.

6. CONCLUSIONS

Stream ciphers are known to be very area efficient when it
comes to hardware implementation, but their sequential
nature gives rise to the probability of the design consuming a
lot of power. The results obtained shows that the rate of
power consumption of the hardware is inversely proportional
to the number of tapping bits used in the design. This finding
is hoped to help to act as a guideline for better the
achievement of better power efficiency in the design of future
algorithms.
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